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3.2.1 swatch®1M>XA~—=J)L
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# perl -MCPAN -e shell

cpan> install Bit::Vector
cpan> install Date::Calc
cpan> install File::Tail
cpan> install Time::HiRes
cpan> install Date::Parse

cpan> exit

-

swatch D1 > X k—JL
swatch DHHRKIZ http://sourceforge.net /projects/swatch/ 7> & Hif Li%iE L £ 7,

# wget http://downloads.sourceforge.net/swatch/swatch-3.2.3.tar.gz
# tar xfvz swatch-3.2.3.tar.gz

# cd swatch-3.2.3

perl Makefile.PL

make

make test

H O H H O H

make install

-

3.2.2 swatch DEHE

-

mkdir -p /etc/swatch/protector

cd /etc/init.d

wget http://www.infocircus.jp/tech/protect/swatch.txt
mv swatch.txt swtach

chmod +x /etc/init.d/swatch

chkconfig --add swatch

H # H H H H #H

chkconfig swatch on

-
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# vi /etc/swatch/asterisk.conf
————— Begin asterisk.conf ---—-
# logfile /var/log/asterisk/messages
watchfor /No matching peer found/
pipe /etc/swatch/protector/asterisk-blocker.pl

watchfor /Wrong password/
pipe /etc/swatch/protector/asterisk-blocker.pl
————— End asterisk.conf -----
# cd protector
# wget http://www.infocircus.jp/tech/protect/asteriak-blocker.txt

# mv asterisk-blocker.txt asterisk-blocker.pl

# chmod +x asterisk-blocker.pl
- %
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(:# /etc/init.d/swatch start :J
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RITAY Y DL
$ cat /var/log/asterisk-block.log
/sbin/iptables -A INPUT -p udp -s XXX.XXX.XXX.xxx —j DROP
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A.1 /etc/swatch/protector/asterisk-blocker.pl

#!/usr/bin/perl

use strict;
my $log=’/var/log/block-asterisk.log’;

my $iptables = ’/sbin/iptables’;
my $input = <STDIN>;
if( $input =" /\[.+\].+\’ failed for \’(.+)\’ - .*x/ ){
my $addr = $1;
my Qc =
( $addr =~ /" ([0-91{1,31)\. ([0-91{1,31)\. ([0-91{1,31)\.([0-9]1{1,31)$/ );
my $dec = $c[0]*(256%*3)+$c[1]*(256%*2)+$c[2]*(256)+$c[3];
if( ( 167772160 <= $dec and $dec <= 184549375 ) or
( 2886729728 <= $dec and $dec <= 2887778303 ) or
( 3232235520 <= $dec and $dec <= 3232301055 ) ) {

exit 1;

my $exec = "$iptables -A INPUT -p udp -s $addr -j DROP";
‘$exec’;

open LOG, ">>$log";

print LOG "$exec\n";

close LOG;



exit O;

A.2 /etc/init.d/swatch

#!/bin/bash

#

# swatch

#

# chkconfig: 2345 90 35

# description: swatch start/stop script

# Source function library.

. /etc/rc.d/init.d/functions
PATH=/sbin:/usr/local/bin:/bin:/usr/bin
mkdir -p /var/log/swatch

start () {
# Start daemons.
ls /var/run/swatch_x.pid > /dev/null 2>&1
if [ $7 -ne 0 ]; then
echo -n "Starting swatch"
pno=0
for conf in /etc/swatch/*.conf
do
pno=‘expr $pno + 1°¢
WATCHLOG=‘grep "“# logfile" $conf | awk ’{ print $3 }’¢
swatch --config-file $conf --tail-file $WATCHLOG \
--script-dir=/tmp --awk-field-syntax --use-cpan-file-tail --daemon \
--pid-file /var/run/swatch_$pno.pid \
>> /var/log/swatch/swatch.log 2>&1
RETVAL=$7
[ $RETVAL !'= O ] && return $RETVAL
done
echo
[ $RETVAL = 0 ] && touch /var/lock/subsys/swatch
return $RETVAL



else
echo "swatch is already started"

fi

stop() {
# Stop daemons.
ls /var/run/swatch_x.pid > /dev/null 2>&1
if [ $7? -eq 0 ]; then
echo -n "Shutting down swatch"
for pid in /var/run/swatch_*.pid
do
kill $(cat $pid)
rm -f $pid
done
echo
rm -f /var/lock/subsys/swatch /tmp/.swatch_script.x*
else
echo "swatch is not running"

fi

status() {
ls /var/run/swatch_x.pid > /dev/null 2>&1
if [ $? -eq 0 1; then
echo -n "swatch (pid"
for pid in /var/run/swatch_x*.pid
do
echo -n " ‘cat $pid‘"
done
echo ") is running..."
else
echo "swatch is stopped"

fi

case "$1" in
start)

start

)y
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stop)
stop
55
restart)
stop
start
55
status)

status

*)
echo "Usage: swatch {start|stopl|restart|statusl}"
exit 1

esac

exit $RETVAL
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